
 

 

 
 
 
 
 
 
 
 
 
 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
 

 

Extraction Report
Samsung SM-G960F Galaxy S9

Summary
UFED Physical Analyzer version 7.17.1.1
Report creation time 10/05/2019 1:27:25 PM +10:00
Time zone settings (UTC) (UTC+10:00)  Sydney  (Australia)
Examiner name David Sinden
Case number E18-0281-AS-7-1-PR-0003
Case name Op Ember
Evidence number E18-0281-AS-7-1-PR-0003
Organization NSW ICAC
Investigator Adam Griffiths
Notes Report containing manually decoded note from application Inkpad Notepad on E18-0281-AS-7-1-PR-0003

SSoliman Samsung SM-G960F Galaxy S9

Source Extraction
File System
      Extraction start date/time 6/11/2018 2:42:42 PM(UTC+11)
      Extraction end date/time 6/11/2018 4:08:09 PM(UTC+11)
      Unit identifier 413800551
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer Samsung GSM
      Selected device name SM-G960F Galaxy S9
      Machine name FOR03
      Connection type Cable No. 170
      Extraction type File System [ Android Backup ]
      Extraction ID F08EB83D-71CF-429D-8A7F-A8B2A07BA421

Image Hash Details (1)
Hash data is available for this project.

# Name Info

1 Backup Path Samsung GSM_SM-G960F Galaxy S9.zip
Size (bytes) 37071738920
SHA256 E529F6DC52013B9C7E31543DD86D7FABF2CC8D63E64EFAA10702D38A

56E182AE
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Plugins

# Name Author Version

1 AndroidADBBackup
Decodes the android ADB backup file, generated by the shell command "adb backup".

Cellebrite 2.0

2 Android Databases
Decodes user-data and 3rd party application databases for Android devices

Cellebrite 2.0

3 AndroidUnlockPattern
Decodes Android Unlock pattern

Cellebrite 2.0

4 AndroidUnlockPassword
Decrypts the numeric lock password for Android devices

Cellebrite 2.0

5 ProcdataAnalyzer
Analyze files in procdata

Cellebrite 2.0

6 Pre Project
7 Garbage Cleaner
8 ContactsCrossReference

Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.

Cellebrite 2.0

9 Project Processor Finisher
10 Post Project

Contents

Type Included in report Total

Notes 1 44

Notes (1)

# Time Note Deleted

1 Created:
1/01/1970
10:00:00 AM(UTC+10)
Modified:
9/08/2018
7:15:08 PM(UTC+10)

Title: Ali $
Body: 4/6/17 $29k
23/6/17 $46k
26/8/17 $18k
11/12/17 $20k
19/1/18 $8k
Bux- $2450
9/2/18 - $8k
10/3/18 - $8k
12/4/18 - $8k
9/5/18 - $8k
5/6/18 - $8k
10/7/18 - $8k
9/8/18 - $6k
Source file:
Samsung GSM_SM-G960F Galaxy S9.zip/apps/com.workpail.inkpad.notepad.notes/db/note_pad.db :
0x0 (Size: 65536 bytes)

Manually
decoded:
Yes
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Extraction Report
Samsung SM-G960F Galaxy S9

Summary
UFED Physical Analyzer version 7.17.1.1
Report creation time 10/05/2019 1:24:17 PM +10:00
Time zone settings (UTC) (UTC+10:00)  Sydney  (Australia)
Examiner name David Sinden
Case number E18-0281-AS-7-1-PR-0003
Case name Op Ember
Evidence number E18-0281-AS-7-1-PR-0003
Organization NSW ICAC
Investigator Adam Griffiths
Notes Reporting containing manually decoded note from application Inkpad Notepad on E18-0281-AS-7-1-PR-

0003 - SSoliman Samsung SM-G960F Galaxy S9

Source Extraction
File System
      Extraction start date/time 6/11/2018 2:42:42 PM(UTC+11)
      Extraction end date/time 6/11/2018 4:08:09 PM(UTC+11)
      Unit identifier 413800551
      UFED version 7.10.1.1080
      Internal version 4.7.7.1080
      Selected manufacturer Samsung GSM
      Selected device name SM-G960F Galaxy S9
      Machine name FOR03
      Connection type Cable No. 170
      Extraction type File System [ Android Backup ]
      Extraction ID F08EB83D-71CF-429D-8A7F-A8B2A07BA421

Image Hash Details (1)
Hash data is available for this project.

# Name Info

1 Backup Path Samsung GSM_SM-G960F Galaxy S9.zip
Size (bytes) 37071738920
SHA256 E529F6DC52013B9C7E31543DD86D7FABF2CC8D63E64EFAA10702D38A

56E182AE

1
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Plugins

# Name Author Version

1 AndroidADBBackup
Decodes the android ADB backup file, generated by the shell command "adb backup".

Cellebrite 2.0

2 Android Databases
Decodes user-data and 3rd party application databases for Android devices

Cellebrite 2.0

3 AndroidUnlockPattern
Decodes Android Unlock pattern

Cellebrite 2.0

4 AndroidUnlockPassword
Decrypts the numeric lock password for Android devices

Cellebrite 2.0

5 ProcdataAnalyzer
Analyze files in procdata

Cellebrite 2.0

6 Pre Project
7 Garbage Cleaner
8 ContactsCrossReference

Cross references the phone numbers in a device's contacts with the numbers in SMS messages
and Calls. Will fill in the Name field of calls and SMS if there's a match.

Cellebrite 2.0

9 Project Processor Finisher
10 Post Project

Contents

Type Included in report Total

Notes 1 44

Notes (1)

# Time Note Deleted

1 Created:
1/01/1970
10:00:00 AM(UTC+10)
Modified:
9/10/2018
10:55:32 AM(UTC+11)

Title: Steve pin 8291
Body: $10k cash
$2500 - 6/7/16
$2000 - 12/7/16
$2000 - 20/7/16
$2000 - 22/7/16
$2000 - 25/7/16
$2000 - 27/7/16
$2000 - 29/7/16
$2000 - 1/8/16
$2000 - 5/8/16
$2000 - 8/8/16
$2000 - 9/8/16
$2000 - 11/8/16
$2000 - 15/8/16
$2000 - 17/8/16
$2000 - 18/8/16
$2000 - 23/8/16
$2000 - 25/8/16
$2000 - 1/9/16
$2000 - 2/9/16
$2000 - 3/9/16
$2000 - 6/9/16
$2000 - 8/9/16
$2000 - 13/9/16
$2000 - 14/9/16
$2000 - 15/9/16
$2000 - 20/9/16
$2000 - 22/9/16
$2000 - 26/9/16
$2000 - 27/9/16
$2000 - 28/9/16
$2000 - 4/10/16
$2000 - 5/10/16
$2000 - 6/10/16
$2k 7/11/16
$2k 8/11/16
$1k 9/11
$2k 10/11
2k 16/11
2k 18/11
2k 21/11
2k 24/11
2k 28/11
2k 1/12
2k 2/12
2k 6/12
2k 8/12
2k 9/12
2k 12/12
2k 15/12
2k 22/12

25,800 12/6/17
2k 12/7/17
2k 13/7/17
2k 14/7/17
2k 17/7/17
2k 18/7/17
2k 19/7/17
2k 20/7/17
2k 24/7/17
2k 25/7/17
2k 26/7/17

Manually
decoded:
Yes
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2k 28/7/17
2k 31/7/17
2k 1/8/17
2k 2/8/17
2k 3/8/17
2k 7/8/17
2k 8/8/17
2k 9/8/17
2k 10/8/17
2k 14/8/17
2k 15/8/17
2k 16/8/17
2k 17/8/17
2k 21/8/17
2k 22/8/17
2k 24/8/17
2k 25/8/17
2k 28/8/17
2k 29/8/17
2k 30/8/17
2k 1/9/17
2k 4/9/17
2k 6/9/17
2k 7/9/17
2k 8/9/17
2k 11/9/17
2k 12/9/17
2k 13/9/17
2k 14/9/17
2k 18/9/17
2k 19/9/17
2k 20/9/17
2k 21/9/17
2k 25/9/17
2k 26/9/17
2k 27/9/17
2k 28/9/17
2k 2/10/17
2k 3/10/17
2k 5/10/17
2k 6/10/17
2k 9/10/17
2k 10/10/17
2k 11/10/17
2k 12/10/17
2k 16/10/17
2k 17/10/17
2k 18/10/17
2k 19/10/17
2k 23/10/17
2k 24/10/17
$400 25/10/17
$17500 19/3/18

$8k 11/7/18
$8k 14/8/18
$2k 23/8/18
$2k 24/8/18
$2k 26/8/18
$2k 27/8/18
$2k 28/8/18
$2k 29/8/18
$2k 31/8/18
$2k 3/9/18
$2k 4/9/18
$2k 5/9/18
$2k 6/9/18
$2k 10/9/18
$2k 11/9/18
$2k 12/9/18
$2k 13/9/18
$2k 17/9/18
$2k 18/9/18
$2k 19/9/18
$2k 22/9/18
$2k 24/9/18
$2k 25/9/18
$2k 26/9/18
$2k 1/10/18
$2k 2/10/18
$2k 3/10/18
$2k 5/10/18
$2k 8/10/18
$2k 9/10/18
Source file:
Samsung GSM_SM-G960F Galaxy S9.zip/apps/com.workpail.inkpad.notepad.notes/db/note_pad.db :
0x0 (Size: 65536 bytes)
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